g, BEATERERRRNES

—ZER. EREHRE

£y |




FERAR

¢ . BFEEREEENSAMAER
¢ . EHEERERARENES
¢ = BTEERZANEEREREE




—. BFEEEEEKINRRER

— HEEREEMRECNZOSHEEERL;

— EREEERNXEER FHEEE,

— EEHERBEFHREENOESER.

e IRk, EEL;, MEEEIR. MEEEL; BFAEE.
FFHER

=3 BHEE (records) REAXMH, FE—RIERBEES: X
EIE. XHAEMH. XHESME. B SXHETTEEE. STHHD.
BHIFR XX HEEdocument,

XE: MERAAZOEREENR K, UBRFHEREREEIXE
HERLER,
= FERMUANPMFRARRER: REEENENERFIL vs. BFEE
AROREEK.
ERL BER/165S: FeEEREEERKNBAFERERRERE
A RFHEAEN .
ik EMAREE R ARNIT L& RSERITIY;
BRATHIFEHERAERELNERL;
MEEEMERLERNRBEENSHE.



ERA Virtual Workspaces Increment 5

[ Disposition Agreement ] Records Lifecycle

[Fﬂquest to Transfer Records

[ FOIA Request

|

]Management

| Request for Assistance ]

Workflow Management

Template Repository

Records Lifecycle Data

Description of Holdings

[smu nq] [1u ap! seudw [ssaJEun:)]

|

] 'IIIIIIITII:' L]

:I HITETERE l.‘;'i‘

locoooof

l

T — e T T T T
Transform to Archival Format ':
C P4 Pd |

Read Digital Media

000000|

Verify Transfers

APY*‘A

Describe Records

———— |

s

T T e e
mﬂ'

r; -
Repository
X
Data about Collections

h—\—u_.___\_ _'_._,_.--""A

\\—,_‘_‘_‘___ ___'_.__,..-r",
Original Format

Electronic Records

>\‘“‘m:‘:———;"ﬁ :

Persistent Format
Electronic Records

Classified
Electronic Records

e

Identify Sensitive
Content

Redact Sensitive
Records

=D

JUBLLIUIAAOD
1PY10

|




x

HFHETE
How the digital archive provides value

Preserve

Contextualise

Document formats

Enable Use

Mixed media

Structured data

Code

LA A 4

Trusted records are
kept safe for the
future, so they can
always be used

Records can be
understood in the
context of creation
and continuing use

Open records are
available and can be
produced for users

There’s an ability to
compute over all of
the records for
research + discovery
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Delivering Government
Solutions in the 21stCentury

Reform Plan and Reorganization Recommendations

Ian Executive Branch agencles under the U.S.
Marshals Service In order to more effectively
and efficlently monitor and respond to potential
threats. Threat assessments would be conducted
with support from the U.S. Secret Service.

. Consolldate the small grants functions, expertise,
and grantmaking from the inter-American Foun-
dation and U.S. African Development Foundation
Into USAID beginning In FY 2019. The consolidation
would be a significant step to reduce the prolifera-
tion of Federal International affairs agencles that are
operating today, while also elevating community-led,
“local works™ small = = jevelopment and
diplorgs ool for the U.S. Government.

. TYansition Federal agenciles’ business processes
nd recordkeeping to a fully electronic environ-
ent, and end the National Archives and Records
Administration’s acceptance of paper records by
December 31, 2022. This would Improve agencies’,
efficiency, effectiveness, and responsiveness to C

Nonic workflows, expanding online service
R@Ncing management of Governmen
g Information.

29. sSolve the Federal cybersecurity workforce

shortage by establishing a2 unifiled cyber workforce
capablilty across the civilian enterprise, working
through DHS and OMB In coordination with all
Federal departments and agendies. The Adminis-
tration will work towards a standardized approach
to Federal cybersecurity personnel, ensuring Gov-
emment-wide visibility into talent gaps, as well as
unified solutions to flll those gaps In 2 timely and
prioritized manner.

. Establish a Government Effectiveness Advanced

Research (GEAR) Center as a public-private part-



Transition to Electronic Government

National Archives and Records Administration (with the Department of Homeland

Security and Social Security Administration)

records, data, and Information.

Summary of Propoesal: This proposal would transition Federal agencles’ business processes
and recordkeeping to a fully electronic environment, and end the Mational Archives and Records
Administratien’s (NARA) acceptance of paper records by December 31, 2022. This would Improve
agencles” efficlency, effectiveness, and responsiveness tocltlzens by converting paper-based processes
to electronic workflows, expanding online services, and enhancing management of Government

=SV EE S

THE CHALLENGE

Federal agencles collectively spend billions of dollars on paper a
practices. Ewven after decades of effort, far too many Federal &
paper-based. This forces MARA and Federal agencies to devate res
and later maintaining large volumes of paper records (requiring
even as electronlc communication and systems have dramaticall
agencles must manage. To date, efforts to address this Issue h
across agencles.

The Federal Governmant must confront this challenge by taking
to records management. On the front end, It must cease paper p
will enable more efficlent and effective delivery of services. Th
streamiined and secure electronic records management. Thesa
and benefit the taxpayer by creating efficlencles and preserving |

THE OPPORTUNITY

As agencles Implement electronic processes in place of paper, It
with the Federal Government, and apply for and recelve servic
Electronic records will reduce processing times and decrease the pr
For example, the Department of Homeland Securlty's (DHS) LL5.
[USCIS) currently ships most Immigration applications among m
pre-processing centers, prior to adjudication, which Is both costh

Electronic records will greatly Improve agencles’ ability to prov
promating transparency and accountability. Over the long term,
management and storage costs and streamline the records mana
other high priority activities. This will also allow agencles to provic
to thelr customers.

WHAT WE'RE PROPOSING AND WHY IT'S THE RIGHT THING TO DO

EIE: IRV FRERIEE
mi R FIRE, 2022F00/5, NARATREH
#M%ﬁz\ﬁ%

=E, MRBUFREE.

The Federal Records Act (FRA) authorizes NARA to Issue Government-wide guidance to agencles on how
to preserve thelr records and directs NARA to malntaln a permanent archive of Government records that
will be preserved Indefinitely. NARA policles and regulatlons cover the entire ifecycle of records, from
creatlon to use to storage or disposal. This proposal would use those authoritles to drive agencles to
reassess and modemize thelr paper-based processes Government-wide.

Currently, MARA holds more than 5 milllon cublc feet (equivalent to 12.5 billlon pages) of archival records,
and anticipates that an additional 2 million cublc feet of permanent records will be transferred by Fiscal
Year (FY) 2030. Additionally, NARA's Federal Records Centers Program stores over 28 million cubic
feet of Federal Government records on a temporary basls for other Federal agencles, costing agencles
approximately 5200 million annually In payments ta NARA. Agencles also acquire records management
and storage services from commercial providers. Atthe sametime, agencl

BHREMNEENE

BEE

O

In thelr electronic records. MARA managed archival electronic records e
2005, which grew to 34 billion in 2017

However, the continuing need to support paper-based processes diverts re:
In a modernized electronic records management system. Without focus
MARA and agencles will face Inadequate electronic records systems and pr
and lost records, as well as deficlent practices and services for paper rec

This proposal would transition Federal agencles’ business processes
electronic environment, and end NARAS acceptance of paper records by D
adeadline by which MARA will no longer accept paper records will force 3
resources to this issue Ina way that has not occurred previously. To ensure
away from paper-based processes would occur across all of the Executiv
with Federal agencies to develop and provide the guidance, technical as:
need to Implement this proposal. The General Services Administration w
connecting agencies with commercial digitization services avallable in th
agencles to more efficlently procure needed services, helping expedite ti

U.5. Citizenship and Immigration Services Efforts to Expand Electronic Rec

Even as the Administration mowves toward electronic records managen
Government, some Individual agencies have already started to take c
For example, the USCIS National Records Center has centralized milllions
facility, dramatically Improving the Integrity of USCIS' recordkeeping ant
retrieval—a vital component of application processing—from weeks and e

uscis already offers electronic filing capability for a replacement green
naturalization (M-400). It alzo plans to achleve end-to-end digital proce:
benefits It adjudicates by the end of 2020. Thiswillinclude the Ingestion o
through adjudication, decision making, and communication with applic
Immigration records at the point of recelpt that serve as the official recor

lifecycle. This will Increase efficiency and reduce risk to the Immigration system. To further eliminate
paper, USCIS Is moving to a fully automated Freadom of information Act processing system. A subset of
thits electronic capability will be released tothe public In summer 2018, and full deployment 15 scheduled
to be complete by the end of 2018. Requesters will be able to file requests and recelve responses online.
These efforts also bulld on other Important work USCIS has already done that uses electronlc recordsto
Improve applicant services and Increase efficlency, such as with its E-Werlfy system which electronlcally
compares Informatlon from an emplayee’s Form 1-9, Employment ELgibility Verification, to data from
DHS and the Soclal Security Administration to confirm employment eligibility.

Soclal security Adminfstration Efforts to Expand Electronic Records

The Soclal Securlty Adminlstration (S5A) alsa s reducing paper processes, relylng on an expanding sulte
of automated and online options to conduct business with the public. In Fy 2017, the public conducted
over 155 milllon transactions via the 554 webslte, rather than through paper forms. 554 expects the
number of successfully completed transactions In FYs 2018 and 2019 to Increase by 35 million each year
over the prior year. Additionally, 554 estimates that In FY 2019 about 50 percent of those submitting 554
retirement forms, or about three milllon people, will use 554% online services to complete thelr forms;
this used to be a wholly paper-based, In-person transaction.
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June 28, 2019
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M-19-21
MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

e

FROM: Russell T. Vought .y {__ N o/
Acting Director
Office of Management and Budget

Dawvid S. Ferriero dks 1
Archivist of the United State

National Archives and Records Administration

SUBJECT: @sition to Electronic Records ’

This Administration is driving transformational change to modernize Government, including
moving to electronic government, through multiple complementary channels. In March 2018, the
President’s Management Agenda (PMA) established an overarching vision to improve mission
delivery, customer service, and accountable stewardship on behalf of the American public. The
PMA established 14 Cross-Agency Priority (CAP) Goals and recognized that powerful
transformation would occur at the intersection of multiple goals, citing the move to an
electronic—or “paperless”™—government as a primary example that touches multiple goals.
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Electronic Records Day 2019:
What FamilySearch Is Doing to
Preserve Electronic ‘

Did you know that CDs have an expiration date? So do external hard drives, flash disk storage, and many

other technologies that hold electronic records. Saving these electronic records is an important work, which
is why each year on October 10th, we celebrate Electronic Records Day, a day set aside remember the vital
work of preserving electronic records and the difference that these records make in our world today.

)RTH DAKOTA

PROCLAMATION =

ELECTRONIC RECORDS DAY
OCTOBER 10, 2019

‘ecords Day is a day to raise awareness amon% government agencies, related
i, the general public and other stakeholders about the crucial role electronic
ond

increasing reliance on inf hnol and the chall to manage,
iss to digital records and information continues to grow; and

ecords are subject to changes in sofiware and hardware that can leave them
ust o few years if not monitored; and

rcords require proactive management at the time the records are created; and
-ecords should be evaluated according to their information content, not their
1 same refention schedules and public records requirements as physical records;

reness of the importance of properly handling electronic records will protect their
2

FORE, as Governor of the State of North Dakota, | do hereby proclaim
9,ELECTRONIC RECORDS DAY in the State of North Dakota.

1

Q-

Doug Burgum /}
GOVERNOR™

Alvin A. Jaeger

SECRETARY OF STATE

101



Diagram1 The Dependency Pyramid:
Records Management - Compliance = Governance -> Enterprise Risk Mitigation

Improved business performance
through minimizing legal,
reputational and other business risks

Corporate Compliance plus other
business contrals to drive improved

business performance

Compliance with applicable laws,
regulations, contracts

Compliance with company policies,
values and commitments, in addition
to Legal Compliance

Management Systems

Clear and Consistent Records
Wanagement Policies and Procedures

Business Operations
and Employee Behaviors/Activities

© 2005 Compliance & Ethics Solutions LLC.
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Stor dge in optimally compressed MB 18.86 billion gigabytes
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Computer servers and
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DIGITAL OVD/Bucay: 22 8% ")

1080 1003
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the beginning
of the digital age
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276.12 billion gigabytes

Source: Washington Post, based on Hilbert and Lopez, 2011
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Appendix A: Tables of File Formats

Quick Links
1. Computer Aided Design 2. Digital Audio 3. Digital Moving Images
3.1 Digital Cinema 3.2 Digital Video 4. Digital Still Images
4.1 Digital Photographs 4.2 Scanned Text 4.3 Digital Posters
5. Geospatial Formats 6. Presentation Formats 7. Textual Data
8. Structured Data Formats 9. Email 10. Web Records

IHEHBNIEI . BERE. BERE (K

Symbol Key HMRREN) - BFRE HTRS . A
eresromes @ @ @ BFER) | MESEER. BRMER. AR
s O ICERRT . T, MIER

Acceptable for Imminent Transfer Formats g



MMEZEREEIEREX I EFEERE
(digital record types)

Spreadsheets

Emails
(including
attachments)

Word
processed
documents

Sound and
video

National
Records of
Scotland




ZENDSA (National Digital Stewardship Alliance )
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| information
governance
® 1mtiative

MOST ORGANIZATIONS HAVE DIGITAL RECORDS AND INFORMATION
THEY KEEP LONG TERM BECAUSE OF THEIR IMPORTANCE

Organizations Report a Variety of Reasons Why They Keep Digital Information

I don't know. —]

Other

Quality Control ——

Marketing -

Big Data such
as Data Mining ——
or Analytics

Brand Heritage ——

Client Services
& Management

Facilities

Management

Financial —

Statutory, Regulatory, and/or

L Environmental,

Health, & Safety

[

Legal Obligations

Human Resources/
Personnel Requirements

Contracts

Litigation
Support

Corporate
Memory

Corporate or
—— Institutional
Governance

~ Business
Operations

Intellectual
Property
Protection

The vast majority of practitioners (98%) report
that their organizations have digital records
and information they keep or need to keep for

more than 10 years.

Data Is derived from The Governance of Long-Term Digital Information: An 1GI 2016 Benchmark. More information at www loinitiative com @ 2018 Information Governance Initiative
©EEAMSns Licensed under the Creative Commons Attribution-NoDeriviatives 4.0 International License. https://creativecommons.org/licenses/by-nd/4.0/
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Relationships to other domains

w3cC

Dublin Core
Web DASIS

standards Science data

ISO/IEC
JTF1/SC32 Information

security

Data management and

interchange ISO 27000 series

Document Digital QA
management Preservation ISO 9000
series

Preservation metadata
ISO TC10 Certification
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Some examples of
ERA Research Partnerships

Data-Intensive Cvber
INTERNET. Environments (DICE)

Group
» _ National : m
& Science | [.‘] ’ ‘ [ﬂ

| "
Foundation &= F& "B~ . ‘enCI
- : Renaissance Computing institute %PDES ’ncg

N ational Computational

National Coordination Office for
Networking and Information Technology

Army Research PSRRI,
:1 Laboratory The lerary Of COHQI‘CSS
DIGITAL LIB R ARY = *. InterPARES Project

F E D E R A T O N mm«»al Research on Fermanenk Athentic Records In Slectronkc Systems




ENGAGING DECISION MAKERS: An Executive Guide on Digital Preservation

Sarah Middleton and Sharon McMeekin

Digital Preservation Coalition

o

It

* Handbook Corporate
* Training ; / Cultural —— Uity
o (Bvemie \ccountability Compliance Memory eputation
* Webinars * World Digital
* Blog Preservation Day 3
Enablin

* Tech Watch Reports * Digital Preservation Costs Researcﬁ Revenue Technology

Awards Authenticity Bu5|.nes.s

Continuity
Executive Guide on Digital Preservation
https://dpconline.org/our-work/dpeg-home “Failingto

Advocacy

What are the

preserve digital
materials renders

isan — consequences of not them unusable”
ongoing preserving?
activity Never mind digital

preservation:

What opportunities

“Preserving digital

E I’'m worrying about... does digital materials creates
1) preservation create? opportunities-
B embrace them!”
m
2 "

* Business Case Toolkit E :

¢ HandbookProcurement -

Checklist

Buiness Research & Museums & Everyone

Archives Libraries

HEIs Galleries




* EMS BRI

) ARATHREE. SRR THERE, BRERUEREMES
b BERERER, BRTEMERRTHRMIINES, TR

A L T B4AN? BEY, RRAMSKESEMMRABREERERY,

NGV, | TETRES, BABRHABRERL! BNEWKRAATEN.,

R R IR R AEENME AT

WE A St ARMREALERSHTHEEEN

— BHERBARKR: MREFLSHTHRER;

—BNEBHE: NERUBTRHENER. SEEHRER

— FWMIEIER R BT XHEESHFEREE,
— WRBERER ABEANBERSRATRAENE .
WREFFRE! BN, BESEMSRZZE, KEMEETE.




